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Abstract 

The revolution in improving services to the community carried out by the current government is genuine. It 
is not easy for government organizations, especially local governments, to directly implement e-government services 
in full. One solution that is considered appropriate and can solve these problems is the application of cloud comput-
ing to support e-government services in local governments. The advantage of cloud computing for e-government 
is that it can increase security. In contrast, cloud-based storage can be valuable because data stored in cloud comput-
ing is guaranteed secure and various regulations and standards of information safety practices. We propose a sys-
tematic literature review approach to analyze trends in studies on cloud computing of e-government. This research 
is a type of descriptive qualitative research using a bibliometric approach. To assess the trend of cloud computing 
in e-government, we use CiteSpace’s latest bibliometric software to achieve a comprehensive knowledge overview 
of cloud computing in e-government. The Findings of this paper reveal a dynamic scenario influenced by advancing 
technological progress and administrative priorities. Across the globe, governments are progressively acknowledging 
the capacity of cloud computing to improve the effectiveness, accessibility, and scalability of e-government services. 
Overall, challenges persist, spanning from concerns regarding data safekeeping and privacy, but it also signifies a stra-
tegic transition towards harnessing digital technologies to provide more agile, citizen-focused public services.
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Introduction
Information technology develops rapidly and extensively 
and requires more time to predict the time. The change 
was also unnoticed and has rapidly changed organiza-
tional behavior and is disruptive, so whether you like 
it or not, the organization is forced to carry out radical 

reconstruction (significant improvements). It takes much 
work for organizations to avoid the era of innovation 
from the dynamics of information technology that con-
tinue to develop. The organizational perspective in car-
rying out his business process slowly began to shift, 
influenced by the development of information technol-
ogy [1]. In the last few years, we have witnessed and felt 
that the government has been trying to improve the ser-
vice to society. One form of effort for the government to 
improve services to the community is through the imple-
mentation of e-government services [2].

The implementation of e-government is felt to have 
many benefits for citizens and the government. For 
society, e-government is used to manage data, improve 
public services, and expand communication channels 
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[3]. In contrast, for the government, the implementa-
tion of e-government can improve service productivity, 
model development services, increase the knowledge 
of government officials, and increase the effectiveness 
and efficiency of services to the community. However, 
there are many benefits to be gained from implement-
ing e-government, but not most minor perceived obsta-
cles [4]. E-Government, as a concept implementation of 
information technology in the government sector, will 
increase the efficiency and effectiveness of the govern-
ment administration.

Local government started utilizing Information 
Technology and Communication (ICT) as intensively 
appropriate with the Instruction of the President of 
the Republic of Indonesia Number 3 of 2003; however, 
it was sometimes constrained by the budget and pro-
curement time. It takes time a relatively long time to 
procure temporary new ICT infrastructure [5]. Exist-
ing ICT has yet to be utilized maximally. There are 
many challenges faced by local governments in devel-
oping e-government services, including inadequate 
infrastructure, limited human resources, budget con-
straints, problems with software licenses and their 
support, difficulty migrating services, integration and 
management between software and hardware. as well 
as various things that often cause failure in the devel-
opment of e-government programs [6].

Therefore, the right solution is needed to overcome 
these challenges. When viewed from the advantages, 
this will be a reasonable consideration for governments 
to use cloud computing, where one of the government’s 
focuses is service-oriented public. The government can 
focus more on its “public service” and related affairs 
another government without the need to bother sup-
porting the infrastructure behind it. Cloud computing 
can consolidate ICT infrastructure, simplify manage-
ment, maximize the utilization of computing resources, 
and ultimately save on the operating costs of ICT [7]. 
According to [4], the definition of Cloud Computing 
is a model that allows for ubiquitous (anywhere and 
whenever), convenient, on-demand network access to 
computing resources (e.g., networks, servers, storage, 
applications, and so on). services) that can be quickly 
released or added.

Cloud computing is a cloud-based storage sys-
tem accessed online so that users can directly access 
stored data with an internet connection. Judging from 
the added value in the cloud computing storage sys-
tem, it will be advantageous for the government sys-
tem if it uses it. Cloud computing is divided into three 
parts: the characteristics of cloud computing, cloud 
computing service models, and cloud computing 

implementation models [8]. The characteristics of 
cloud computing consist of on-demand self-service, 
broad network access, resource pooling, rapid elastic-
ity, and measured services. Service models of cloud 
computing consist of software as a service (SaaS), plat-
form as a service (PaaS), and infrastructure as a service 
(IaaS). The model’s cloud computing implementation 
consists of public cloud, private cloud, hybrid cloud, 
and community cloud [9].

Along with the development of cloud computing 
technology, several government agencies are planning 
to use cloud computing, and even institutions have 
already started to take advantage of this technology 
[10]. Utilization of cloud computing technology can 
help the government integrate the data; besides that, 
from the side, users will be more cost- and time-effi-
cient, risk-free, and also do not need to provide room 
or place again (space). E-government services in the 
village scope are activities directly related to the com-
munity in the form of village administrative service 
activities [11]. Village administrative service activities 
are activities carried out routinely by village officials for 
every community in need.

Form of service village administration, such as making 
various cover letters to sub-districts, districts, or even 
provinces, is an activity that should be uniform for every 
village within the scope of one sub-district and the sub-
district, which stores all demographic data [12]. Also, 
Cloud technology implementation computing as a Digital 
Asset Management (DAM) is influenced by requirements, 
cost-effectiveness, security, and system reliability factors. 
Cloud utilization computing as a Digital Asset Manage-
ment (DAM) at the Presidential Palace Yogyakarta is 
expected to better influence online collaboration between 
employees and facilitate coordination across distances by 
optimizing existing information technology [13].

Literature review
‘E‑Government’ in Contemporary World
The extent to which various governmental bodies have 
implemented automation and digitization in their opera-
tions and offerings represents the fundamental concept 
of the Electronic Government. To what extent have these 
entities progressed in implementing e-government initia-
tives to execute crucial national development endeavors 
and advance their objectives successfully? The explora-
tion of E-Government Solutions deployed across numer-
ous nations not only serves as a yardstick but also as a 
blueprint for development that enables each country to 
glean insights from others and adopt the most efficient 
strategies for addressing challenges and surmounting 
obstacles.
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E-Government Initiatives are anticipated to enhance 
civic engagement in addressing challenges from national 
governments. The proliferation of information tech-
nology and the ability to retrieve information online is 
poised to prompt citizens in the E-Government Devel-
opment Index of the new Member States to undertake 
measures aimed at overseeing their governments through 
e-government tools, ultimately leading to a reduction in 
corruption. The evolution of e-government has brought 
domains and data previously under limited external scru-
tiny to light, granting the public a clearer insight into 
the administrative sphere once shrouded in secrecy. The 
capacity of e-government to enhance the monitoring and 
regulation of governmental activities is projected to miti-
gate corruption risks in the public sector.

Digital technologies promise to enhance good govern-
ance, determine whether nations leverage rapid techno-
logical progress to bolster prosperity and inclusivity and 
explore how advancements in electronic government and 
good governance can foster long-term growth [14]. The 
challenge lies in initiating effective reforms to optimize 
digital advantages while remaining resilient to potential 
disruptions. The digital landscape is swiftly evolving; 
therefore, neglecting to adapt complementary digital 
components, such as regulations, skills, and institutions, 
may lead to escalated opportunity costs. Failure to enact 
reforms will lag behind those who do not embrace 
change. Enhancing the synergy between technology and 
its complements is now more crucial than ever.

Understanding the concept of ‘cloud computing’
Previous research [15, 16] showed that several gov-
ernment agencies are looking forward to reaping the 
benefits of integrating cloud computing into their organ-
izational infrastructure. Cloud computing is one of the 
best solutions to overcome the lack of IT infrastructure 
that prevents e-government from meeting the require-
ments for high quality [17]. In addition, implementing 
cloud computing will present a constructive opportunity 
to cut costs while developing the electronic government 
system [17].

Previous studies by Ji & Liang [18], have shown that 
modern information technology trends are moving 
toward cloud computing, which promotes sharing, vir-
tualization, and distributed collaboration. Therefore, the 
factors that led to the initial adoption of cloud comput-
ing have significance in academic circles. Implementing 
cloud computing technology within the government will 
facilitate the development of the information sector and 
the capacity for independent innovation regarding cloud 
computing products [19]. Previous studies by Wang et al., 
[20] suggest multiple adoption theoretical models from 
the viewpoint of the system to investigate the factors that 

influence the adoption decision for e-government cloud 
services.

Previous research by Alkhwaldi et al., [21] showed that 
developing and even developed countries must create 
e-government to reduce costs and grow sustainably in 
this crucial economic situation. The best way to accom-
plish this is through green and inexpensive technology 
like cloud computing. Without a shadow of a doubt, 
nations’ participation with one another on various tech-
nical and legal issues is the code key to achieving e-gov-
ernment based on cloud computing as quickly as possible 
[22]. In addition, it can eliminate or significantly reduce 
the difficulties and obstacles currently in the way. As a 
result, an electronic government has been established, 
and many people are interested in and actively participat-
ing in its services [3].

This has also been explored in prior studies by [23] 
Cloud computing has been of tremendous assistance 
to the nations of the Middle East, not just in the realm 
of governance but also in terms of the region’s overall 
economic growth. The rise in internet use and popula-
tion in the Middle East has led to increased demand for 
and the application of cloud computing [12]. This has 
helped the region advance economically because of the 
region’s confidence in the dependability and safety of 
cloud storage and computing. The goal of cloud com-
puting in Europe and the Middle East is to increase 
communication, data sharing, and data access. This is 
accomplished by sharing electronic information and 
data across organizations, government agencies, and 
departments [24].

Application of cloud computing in e‑government
Prior research by Hwang et  al., [25] it has been sug-
gested that a professional e-government framework be 
created to reduce the money and effort organizations 
invest. The benefits of cloud computing inspired the 
invention of such a framework. In addition, utilizing 
a private government cloud has avoided the restric-
tions and limits associated with cloud computing [26]. 
According to its capabilities, E-government services 
can also be migrated, imitated, developed, and main-
tained with its help [13]. In addition to that, it is aware 
of the interoperability, integration features, replication, 
manageability, flexibility, and accessibility of integrated 
database centers.

Previous studies [17] have emphasized that in the not-
too-distant future, many information systems will be 
supported by cloud computing due to the rapid evolution 
of technology. This is because its strengths in informa-
tion safety and communications outweigh its weaknesses. 
Cloud computing, which introduces a whole new design, 
will eliminate all of the flaws in the existing information 
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systems. By taking into account the numerous benefits 
of cloud computing, such as its low cost, independence 
from a physical location, scalability, and safety of infor-
mation systems, which are the primary pillars of success 
in E-government, we can create an E-government that 
caters to a wide variety of audiences within a database 
that is comprehensive, effective, and efficient [6]. In this 
current economic climate, emerging countries and indus-
trialized nations urgently need to establish an electronic 
government to lower implementation costs, promote 
economic growth, and develop sustainably. The use of 
cloud computing technology, which is both environmen-
tally friendly and cost-effective, is the most effective way 
to accomplish this goal [27].

A series of recent studies by [28]. Has indicated that 
computing in the cloud is actively working to help break 
down barriers that prevent many governments from 
entering a new phase of collaboration and partnership, 
sharing services, and pooling resources. It provides an 
efficient way for citizens to share information, which 
helps reduce the effort required to provide services while 
improving financial management and lowering costs 
[19]. In addition, the significance of embracing new tech-
nologies in implementing e-government, such as cloud 
computing, which supplies the overarching strategy and 
specific methods to manage e-government content in 
general, was emphasized [15, 16].

Countries’ Participation with one another on techno-
logical and legal issues is essential for realizing e-gov-
ernment based on cloud computing. Moreover, it can 
overcome the difficulties and obstacles that lie ahead. 
The majority of prior research by [3] The implementa-
tion of e-government in Indonesia, a developing coun-
try, is still plagued by several challenges, and the state 
of affairs can be described as less than ideal. This is 
demonstrated by the government’s website’s place in the 
worldwide e-government ranking. In general, the elec-
tronic government in Indonesia could be more efficient 
and effective [29]. The approach of making substantial 
investments in each region is responsible for the inef-
ficiency of the budget. In addition, human resources in 
government institutions are regarded as being limited, 
particularly in terms of the capabilities of the utiliza-
tion of ICT [23]. The model now being used to deliver 
e-government services in Indonesia needs to be revised 
to improve it.

Research method
In analyzing the problem, this study is based on the 
qualitative method as the research type. According to 
the qualitative descriptive method is a research method 
based on post-positivism philosophy used to research 
natural object conditions (as opposed to experiments) 

where the researcher is the key instrument. Data collec-
tion techniques are carried out in triangulation (com-
bined), data analysis is inductive or qualitative, and the 
results of qualitative research emphasize meaning rather 
than generalization. Qualitative descriptive research aims 
to describe, explain, explain, and answer in more detail 
the problems to be studied by studying an individual, a 
group, or an event as much as possible.

Research approach
In qualitative research, humans are research instruments, 
and the writing results are in words or statements based 
on the actual situation. Google Scholar and Scopus are 
used as data sources in this study. Google Scholar is an 
academic research tool that is part of Google Search, the 
most popular and effective search engine on the inter-
net. An Indian-born computer scientist named Anurag 
Acharya was the brains behind the creation of Google 
Scholar in 2005. In its most basic form, Google Scholar 
compiles Internet webpages that appear like articles or 
other scholarly documents. As a result, it has developed 
into a portal through which one can access scholarly con-
tent on the Internet. Daily, more academic knowledge 
is made available online, and users continue to discover 
new reasons why they require access to this information 
[30]. Elsevier’s Scopus is a database containing full-text 
links, abstracts, and indexes, and Scopus produces it. The 
bird known as the Hamerkop (Scopus umbrella), said to 
have exceptional navigational abilities, inspired Scopus. 
The database was constructed for two years and involved 
the participation of 21 research institutes and more than 
300 academics and librarians. The verbal and non-verbal 
feedback provided by these researchers and librarians 
was evaluated and incorporated into the development of 
the product [31] (Fig 1).

Fig. 1  Illustrates the representation of Data mining step on research 
publications within the realm of E-Government. The subsequent 
analysis will delve into the patterns and fluctuations observed 
within the publication. Source: Created by the author
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Data collection technique
For the data collection techniques, the writers do four 
steps to filter the keywords to get the data. The first 
step with results 95 documents is to put e-government 
in three different ways (e-government, "E-government,” 
and "Electronic government"), then put the word "Cloud 
computing,” last is the word architecture in two different 
ways (architecture and architectures) then it will look like 
this ( TITLE-ABS-KEY ( e-government) OR TITLE-ABS-
KEY ( "E-government") OR TITLE-ABS-KEY ( "Elec-
tronic government") AND TITLE-ABS-KEY ( "Cloud 
computing") AND TITLE-ABS-KEY ( architecture) AND 
TITLE-ABS-KEY ( architectures)).

The next step is to sort out the publishing year by 
ten years (2012 – 2022) so later, it will look like this: 
(TITLE-ABS-KEY (e-government) OR TITLE-ABS-KEY 
(“E-government”) OR TITLE-ABS-KEY (“Electronic 
government”) AND TITLE-ABS-KEY (“Cloud comput-
ing”) AND TITLE-ABS-KEY (architecture) AND TITLE-
ABS-KEY (architectures)) AND PUBYEAR > 2011 
AND PUBYEAR < 2023 AND PUBYEAR > 2011 AND 
PUBYEAR < 2023. The third step is to sort out the lan-
guage by just using English only so it will look like this 
(TITLE-ABS-KEY (e-government) OR TITLE-ABS-KEY 
(“E-government”) OR TITLE-ABS-KEY (“Electronic 
government”) AND TITLE-ABS-KEY (“Cloud comput-
ing”) AND TITLE-ABS-KEY (architecture) AND TITLE-
ABS-KEY (architectures)) AND PUBYEAR > 2011 AND 
PUBYEAR < 2023 AND (LIMIT-TO (LANGUAGE, 
“English”)).

The last step is to filter the source type by only using 
Conference Paper and Article as the source of references 
so, in the end,, it will look like this ( TITLE-ABS-KEY ( 
e-government) OR TITLE-ABS-KEY ( "E-government") 
OR TITLE-ABS-KEY ( "Electronic government") AND 
TITLE-ABS-KEY ( "Cloud computing") AND TITLE-
ABS-KEY ( architecture) AND TITLE-ABS-KEY ( archi-
tectures)) AND PUBYEAR > 2011 AND PUBYEAR < 2023 
AND ( LIMIT-TO ( LANGUAGE, "English")) AND ( 
LIMIT-TO ( DOCTYPE, "cp") OR LIMIT-TO ( DOC-
TYPE, "ar")) (Fig. 2).

Data analysis technique
Writers utilize CiteSpace software [32] for data analysis. 
The program identifies subject areas and citation hot-
spots and divides the network into clusters. CiteSpace 
simplifies WoS data for easier understanding and inter-
pretation. It marks clusters using citation terms, collabo-
ration patterns, and cooperation domains. The software 
supports co-citation network analysis with a time-slic-
ing methodology. Synthesis involves taking snapshots 
of the network at critical nodes. CiteSpace assists in 

systematically reviewing and summarizing research. It 
aims to automate laborious tasks for users and focus on 
problem-solving. Network analysis and visualization are 
vital to CiteSpace [33]. It explores the intellectual land-
scape of a knowledge area. CiteSpace was created to 
address inquiries about a knowledge domain. It repre-
sents a collection of bibliographic records for relevant 
publications. Users must assemble a relevant and repre-
sentative dataset to answer questions about a knowledge 
domain. CiteSpace simplifies the process of answering 
inquiries regarding knowledge domain organization and 
operation.

Results and discussion
Trend publication
Figure  3 illustrates the quantitative representation of 
research publications about using Cloud Computing 
within the realm of E-Government. The subsequent anal-
ysis will delve into the patterns and fluctuations observed 
within the publication trends over a specified period.

Figure  3 shows that for the past ten years, from 2012 
until 2022, the publication trend regarding cloud com-
puting e-government architecture sharply decreased. 
In 2012, the topic had 17 publications, and then for two 
years in a row, in 2013 and 2014, the publication went 
downhill, but the numbers are stable with nine pub-
lications. Next, in 2015, the number of publications 
decreased by 2 points, so there were only seven publica-
tions in that year. From 2016 until 2018, the publications 
went up and down by only two publications in 2016; then 
it went up by six publications in 2017, and then it went 
down again in 2018 with only one publication published 
in a year. Later, in 2019, the number of publications rose 
to 4; in 2020, it increased to 5. In 2021, the publications 
were only four a year, but a year later, in 2022, it increased 
to 6.

Authorship and highest citation
Figure  4 illustrates the Authorship representation of 
research publications based on the highest citations per-
taining to the utilization of Cloud Computing within the 
realm of E-Government. The subsequent analysis will 
delve into the patterns and fluctuations observed within 
the publication trends over a specified period of time.

In Fig.  4, there are ten authors who have written the 
most regarding cloud computing e-government archi-
tecture. The person who wrote and published the most 
about the topic is Zwattendorfer, B., with three arti-
cles. Next is Biancofiore, G., Hashemi, S., Hashemi, S.Y., 
Leone, S., Liang, J., Monfaredi, K., and Tauber, A., who 
wrote and published two articles in total. Last is Dahab, 
A.H. and Ahmad, M., who wrote and published 1 article 
each.
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Distribution and network citation by country
Figure 5 illustrates the representation of research publi-
cations based on the country pertaining to the utilization 
of Cloud Computing within the realm of E-Government. 
The subsequent analysis will delve into the patterns and 
fluctuations observed within the publication trends over 
a specified period of time.

Figure 5 shows that, with 10 out of 25 countries, China 
has the highest number of citations, with 14 publications. 
Followed by India with eight publications and then Italy 
with four publications. Next is Austria, which has three 

publications, followed by Greece, Indonesia, Iran, Lux-
embourg, Pakistan, and South Korea, which have two 
publications.

Publication venues by subject area
Figure  6 illustrates the representation of research pub-
lications based on the Subject area pertaining to the 
utilization of Cloud Computing within the realm of 
E-Government. The subsequent analysis will delve into 
the patterns and fluctuations observed within the publi-
cation trends over a specified period of time.

Fig. 2  Illustrates the representation of PRISMA diagram flow on research publications within the realm of E-Government. The subsequent flow 
diagram will delve into the patterns and fluctuations observed within the literature review. PRISMA diagram flow source: created by the author
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Figure  6 shows that, with the topic related to elec-
tronic government, cloud computing, and architecture, 
ten subjects with the highest citations are connected 
to it. Computer science comes in first with 62 pub-
lications; then social sciences comes in second with 
25. Mathematics comes in third with 20 publications, 
and engineering in fourth with 15 publications. Next 
is decision sciences with 12 publications, then busi-
ness, management, and accounting subjects in 5 pub-
lications. There are three publications for energy and 

materials science, and the last two with two publica-
tions are environmental science and medicine.

Publication by research funding
Figure 7 illustrates the representation of research publi-
cations based on Research Funding pertaining to utilizing 
Cloud Computing within the realm of E-Government. 
The subsequent analysis will delve into the patterns and 
fluctuations observed within the publication trends over 
a specified period of time.

Fig. 3  Publication trend by years. Source: scopus database

Fig. 4  Publication by authors. Source: scopus database
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Figure  7 shows research funding; there are only three 
funding: the National Science and Technology Develop-
ment Agency, which is an agency of the government of 
Thailand that provides funding for research in the fields 
of science and technology, as well as the economic appli-
cations of such research, National Office for Philosophy 
and Social Sciences which is a government organization 
in Beijing, China and Inha University which is a non-
public academic institution of higher research that can be 
found in Incheon, South Korea.

Publication by affiliation
Figure 8 illustrates the representation of research publi-
cations based on Affiliation pertaining to the utilization 
of Cloud Computing within the realm of E-Government. 
The subsequent analysis will delve into the patterns and 
fluctuations observed within the publication trends over 
a specified period of time.

Figure  8 shows ten affiliations with the results of 70 
publications with the highest citations. There are three 
publications: Technische Universitat Graz and Universita 

Fig. 5  Publication by countries. Source: scopus database

Fig. 6  Publication by venues by subject area. Source: scopus database
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Politecnica delle Marche. Next, there are four affiliations 
with two publications: Tsinghua University, Inner Mon-
golia University China, Islamic Azad University, and Lux-
embourg Institute of Science and Technology. In the last 
4, the Military College of Telecommunication Engineer-
ing, Jiangxi Teachers College, Region Marche, and Netaji 
Subhas University of Technology are the affiliations that 
published one publication.

Publication by source
Figure 9 illustrates the representation of research publi-
cations based on Sources pertaining to the utilization of 
Cloud Computing within the realm of E-Government. 
The subsequent analysis will delve into the patterns and 
fluctuations observed within the publication trends over 
a specified period of time.

Figure  9 shows the source, Lecture Notes in Com-
puter Science, Including Subseries Lecture Notes in 

Fig. 7  Publication by research funding. Source: scopus database

Fig. 8  Publication by affiliation. Source: scopus database
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Artificial Intelligence and Bioinformatics, which is first 
cited with three citations. The following 2 with two 
citations are ACM International Conference Proceed-
ing Series and Proceedings of SPIE, The International 

Society for Optical Engineering. With 1 citation are 
Advances in Information Sciences and Service Sci-
ences, Cluster Computing, Communications in Com-
puter and Information Science, Computers Materials 

Fig. 9  Publication by source. Source: scopus database

Fig. 10  Cluster analysis. Source: scopus database
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and Continua, Electronic Government, Information 
Japan, and International Journal of Internet Technology 
and Secured Transactions.

Cluster word
Figure 10 illustrates the representation of research pub-
lications through Cluster Analysis about using Cloud 
Computing within E-Government. The subsequent anal-
ysis will delve into the patterns and fluctuations observed 
within the publication trends over a specified period.

Cluster #1 intelligent archive
The cluster word (KTA) shows that 10 clusters represent 
different keywords. Related to cloud computing, e-gov-
ernment, and architecture, the #1 intelligent archive, 
relating to those words, comes first. An IA is designed 
to meet a particular organization’s relatively large-scale 
operational and functional data management and utiliza-
tion requirements (for example, primary remote sensing 
data archives, mission- or discipline-specific archives, or 
specialized commercial archives). Analyses of require-
ments taken from the context of the precision agricul-
tural use case reveal that the value of a virtual farm comes 
from its ability to tailor and customize information that is 
directly relevant to a farm. Intelligent data understand-
ing applications will be required to extract, convert, and 
show the information a farm requires. The farm will 
employ this information. Extracting specific information 
relevant to farming from a mountain of data is crucial to 
an IA’s job. These transformations could involve compli-
cated process chains that involve the reduction of data 
and the extraction of information or knowledge (Har-
berts & Roelofs, 2003).

Cluster #2 oriented architecture
The next cluster would be #2 oriented architecture. The 
term "service-oriented architecture," or SOA for short, 
refers to a model for organizing and using dispersed 
capabilities that may fall under the jurisdiction of vari-
ous ownership domains [34]. A service-oriented architec-
ture (SOA) aims to create a global mesh of collaborating 
services published and made available for invocation on 
a service bus. The adoption of SOA is necessary to ful-
fill the promises made by Web Services about the agility 
of businesses and the flexibility of information technol-
ogy. These benefits are not simply supplied by looking at 
service architecture from a technological standpoint and 
adopting Web Service protocols; instead, they necessitate 
the construction of a Service Oriented Environment that 
is founded on the following essential characteristics to 
be effective: The Service Oriented Architecture (SOA) is 
not only an architecture of services viewed from a tech-
nological perspective; instead, it refers to the policies, 

processes, and frameworks that we use to ensure that 
the appropriate services are supplied and consumed. In 
an SOA environment, it is essential to implement proce-
dures that guarantee the existence of at least two distinct 
and distinct procedures for the supplier and the client, 
respectively [35].

Cluster #3 E‑government service
The third cluster is the e-government service. E-govern-
ment can be defined as governments using information 
and communications technology to improve the overall 
quality of the services and information offered to their 
citizens and other stakeholders in a time- and money-
efficient manner. The government needs to have a better 
grasp of how citizens perceive and evaluate the quality of 
electronically delivered services to continue to provide 
high-quality services and maintain the confidence of its 
constituents. According to Parasuraman et  al., e-gov-
ernment service quality is affected by system quality and 
information quality, including ten detailed dimensions: 
Reliability, Responsiveness, Competence, Access, Cour-
tesy, Communication, Credibility, Safety, Understanding, 
and Tangibles.

Cluster #5 government cloud computing
The next cluster is cluster #5, government cloud comput-
ing. Cloud computing is currently attracting the atten-
tion of government agencies worldwide as a potential 
strategy for improving operational effectiveness while 
simultaneously cutting expenses. Cloud computing is a 
model that enables ubiquitous, convenient, on-demand 
network access to a shared pool of configurable com-
puting resources (such as networks, servers, storage, 
applications, and services). These resources can be rap-
idly provisioned and released with minimal manage-
ment effort or interaction from service providers. Cloud 
computing is a model. Cloud computing is a model. 
Cloud computing has several benefits, including a sig-
nificant decrease in costs, accessibility from any loca-
tion, ease of implementation, and provision of the most 
recent software versions because updates are performed 
automatically.

Cluster #6 system
Cluster #6 system (in government cloud computing). 
The cloud gives you access to your information anytime 
and from any location. The cloud eliminates the need 
for you to physically be present at the same location as 
the data storage device. To gain access to the cloud, you 
will, among other things, need to ensure that you have 
a working internet connection. This indicates that to 
see a particular document that you have stored in the 
cloud, you will first need to connect to the internet using 
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either a wireless or wired internet connection or a mobile 
broadband connection, depending on your connection 
type. The advantage is that you can access the same con-
tent regardless of where you are or what device you use 
as long as it can connect to the internet. These devices 
could be anything from a desktop computer to a laptop to 
a tablet to a smartphone.

Cluster #7 service
Cluster #7 service (in government cloud computing). 
The concept of computing on the cloud is here to stay. 
It is already in use and can reduce operational expenses, 
sometimes significantly. They are making it possible to 
optimize the use of assets and have flexibility in the scale 
and scope of IT services and hardware2. Many govern-
ment agencies are investigating various new services and 
interacting with individuals and other entities operat-
ing inside the government [36]. Because of its apparent 
low cost, ease of use, and scalability, cloud computing is 
poised to transform (if it still needs to do so) how infor-
mation technology systems are implemented in both the 
private industry and the public sector. According to the 
findings of this survey, the primary issues with the imple-
mentation of cloud services include ambiguity around 
the costs of migration, applicable laws and jurisdictions, 
data safekeeping and privacy, universal connectivity, 
and applicable laws and jurisdictions over data. It would 
indicate that most organizations need a comprehensive 
understanding of the complexities of cloud computing, 
including insufficient information technology and secure 
infrastructures for cloud takeoff.

Cluster #8 E‑government quality
Cluster #8 e-government quality. The transition to an 
electronic government is fraught with many challenges. 
The traditional organizational work culture, the poor 
quality of human resources in the e-government man-
agement, the tight budget limits, and the lack of com-
munity recognition are some of the issues that need to 
be addressed. In the framework of electronic public ser-
vices, local governments have yet to devote a significant 
amount of attention to the numerous advantages of the 
technology. As a direct consequence, the public service 
model continues to adhere to the traditional modes of 
operation. The essential step that must be taken is for 
national and local governments to acknowledge the par-
adigm change that must take place as they move from 
establishing e-government in general to e-public service 
delivery. The government should be open and account-
able and work to maximize the benefits and services it 
provides to the community in the most efficient man-
ner possible. The first thing that must be done is to shift 

both the mental model and the bureaucratic work culture 
within the government.

Cluster #9 Eid
Cluster #9 Eid (in government cloud computing). The 
term "eIDs," for "electronic identification cards," refers 
to the digital versions of traditional identification cards 
used to authenticate a person’s identity when conduct-
ing business and interacting with others online. On the 
other hand, a computer in the cloud refers to a technol-
ogy that facilitates the delivery of computer services 
through the Internet. Electronic identification and cloud 
computing have several advantages, including increased 
safety, accessibility, convenience, and cost-effectiveness. 
However, installing cloud-based electronic identifica-
tion systems requires stringent security precautions to 
protect sensitive personal information. This fact should 
be noticed. Concerns about privacy and rules designed 
to protect data must be addressed to guarantee the safe 
storage and processing of electronic identification infor-
mation in the cloud.

Cluster #10 semi‑structured feature
Cluster #10 semi-structured feature (in government 
cloud computing). Kiran Kumar Reddi and Dnvsl Indira 
taught us that Big Data combines structured, semi-struc-
tured, unstructured, homogeneous, and heterogeneous 
data. This expanded our understanding of Big Data. The 
information generally associated with a schema is stored 
within the data itself in semistructured data, which is why 
this type of data is often called "self-describing" in some 
contexts. There is no separate schema in some semistruc-
tured data, whereas there is a schema in other forms of 
semi-structured data. However, it simply limits the data.

Discussion
Examining the pattern of governmental backing for utiliz-
ing cloud computing in the architecture of e-government 
reveals a dynamic scenario influenced by advancing tech-
nological progress and administrative priorities. Across 
the globe, governments are progressively acknowledging 
the capacity of cloud computing to improve the effec-
tiveness, accessibility, and scalability of e-government 
services. A noteworthy trend is the increasing tendency 
toward adopting cloud technology to modernize existing 
systems and enhance the efficiency of digital governance 
processes [37]. This transition signifies a broader recog-
nition of cloud technologies’ transformative capabilities 
in optimizing resource use and stimulating innovation 
within the governmental sector. Furthermore, this trend 
emphasizes governments’ commitment to promot-
ing a digital-first approach to governance, with cloud 
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computing playing a fundamental role in digital transfor-
mation endeavors.

This strategic alignment is motivated by the necessity 
to meet the escalating expectations of citizens for seam-
less, user-centered digital interactions while ensuring 
the safety and dependability of e-government platforms. 
Consequently, governmental support for utilizing cloud 
computing encompasses diverse aspects, including policy 
frameworks, investment incentives, and initiatives for 
building capacity to facilitate the effective adoption and 
usage of cloud technology across governmental entities. 
Moreover, this trend underscores the rise of collabora-
tions between the public and private sectors as a driving 
force for accelerating the adoption of cloud computing in 
e-government frameworks [24]. Collaborative endeav-
ors between governments and providers of cloud ser-
vices support the creation of customized solutions that 
cater to the public sector’s specific needs and regulatory 
standards. Additionally, such partnerships promote the 
exchange of knowledge and the enhancement of capa-
bilities, enabling governments to leverage optimal prac-
tices and expertise in implementing and managing cloud 
technology.

Nevertheless, challenges persist, spanning from con-
cerns regarding data security and privacy to issues related 
to interoperability and the risks of being locked into a 
particular vendor. Resolving these challenges demands a 
united effort from policymakers, technologists, and other 
involved parties to establish strong governance frame-
works, standards, and mechanisms to ensure responsi-
bility and transparency in e-government initiatives based 
on cloud technology [38]. In summary, the trend of gov-
ernmental support for the utilization of cloud computing 
in the architecture of e-government signifies a strategic 
transition towards harnessing digital technologies to pro-
vide more agile, citizen-focused public services. Despite 
the substantial advancements achieved thus far, continu-
ous collaboration and innovation are imperative to fully 
realize the potential of cloud computing in enhancing 
efficiency, transparency, and inclusivity in governmental 
operations.

The discussion of global trends in cloud computing 
adoption is indeed insightful; however, incorporating a 
comparative analysis between developed and developing 
countries would significantly enhance the comprehen-
siveness of the findings. In developed nations, such as the 
United States and Germany, cloud computing has been 
widely embraced, driven by robust technological infra-
structure, substantial investment in digital transforma-
tion, and a strong regulatory framework that supports 
innovation. For example, the U.S. government’s Cloud 
First policy encourages federal agencies to adopt cloud 
solutions, resulting in improved service delivery and 

cost savings. In contrast, many developing countries face 
unique challenges that hinder the widespread adoption of 
cloud computing. Issues such as limited internet access, 
inadequate technological infrastructure, and financial 
constraints often impede progress. For instance, in coun-
tries like Nigeria and India, while there is a growing inter-
est in cloud solutions, the lack of reliable connectivity 
and skilled personnel poses significant barriers to imple-
mentation. By juxtaposing these experiences, the analysis 
can provide a clearer understanding of the factors influ-
encing cloud computing adoption across different con-
texts, highlighting both the opportunities and challenges 
that exist globally. This comparative perspective will not 
only enrich the discussion but also offer valuable insights 
for policymakers and practitioners seeking to navigate 
the complexities of cloud computing in e-government.

Implementation strategies
The detailed implementation strategies for integrating 
cloud computing into e-government systems, it is crucial 
to outline specific methodologies that governments can 
adopt. First, a phased implementation approach can be 
beneficial, where governments begin with pilot projects 
to test cloud solutions in controlled environments before 
scaling up. This allows for the identification of poten-
tial challenges and the refinement of processes. Second, 
establishing a comprehensive governance framework 
is essential, which includes defining roles and responsi-
bilities, setting clear objectives, and ensuring compli-
ance with data protection regulations. Third, investing in 
training and capacity-building initiatives for government 
personnel will facilitate a smoother transition to cloud-
based systems, ensuring that staff are equipped with the 
necessary skills to manage and utilize these technolo-
gies effectively. Additionally, fostering collaboration with 
cloud service providers can lead to the development of 
tailored solutions that meet specific governmental needs 
while adhering to regulatory standards. By incorporat-
ing these detailed strategies, the analysis can provide a 
more actionable roadmap for governments seeking to 
implement cloud computing in their e-government ini-
tiatives, ultimately enhancing service delivery and citizen 
engagement.

Challenges and resistence
It is important to provide a more comprehensive discus-
sion on effective strategies for mitigating the potential 
risks associated with cloud computing in e-government 
systems. One key challenge is data security; to mitigate 
this, governments should adopt robust encryption pro-
tocols and implement multi-factor authentication to 
safeguard sensitive information. Additionally, estab-
lishing clear data governance policies can help ensure 
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compliance with privacy regulations and build public 
trust. Another significant concern is vendor lock-in, 
which can be addressed by promoting the use of open 
standards and interoperability frameworks that allow for 
easier migration between cloud service providers. Fur-
thermore, to tackle the digital divide, governments can 
invest in digital literacy programs aimed at equipping cit-
izens with the skills necessary to engage with e-govern-
ment services effectively. Regular risk assessments and 
audits can also play a crucial role in identifying vulner-
abilities and ensuring that cloud systems remain resilient 
against cyber threats. By elaborating on these mitigation 
strategies, the analysis can provide a more balanced view 
that not only acknowledges the challenges but also offers 
practical solutions for overcoming them, thereby enhanc-
ing the overall effectiveness of cloud computing in e-gov-
ernment initiatives.

Successful case studies
It is essential to incorporate empirical evidence and case 
studies that illustrate the successful implementation of 
government support for cloud computing in e-govern-
ment initiatives. For instance, examining case studies 
from countries like Estonia, which has effectively uti-
lized cloud computing to enhance its digital services, 
can provide valuable insights into the tangible benefits 
achieved, such as improved service delivery, increased 
citizen engagement, and enhanced operational efficiency. 
Additionally, analyzing data from pilot projects in various 
jurisdictions can highlight key performance indicators, 
such as reductions in service response times and cost 
savings associated with cloud adoption. Furthermore, 
conducting surveys or interviews with government offi-
cials and stakeholders involved in these initiatives can 
yield qualitative data that reflects the challenges faced 
and the strategies employed to overcome them. By inte-
grating these empirical findings and real-world examples, 
the analysis can present a more robust argument for the 
effectiveness of government support for cloud comput-
ing in e-government, thereby demonstrating its poten-
tial to drive positive outcomes and inform future policy 
decisions.

Collaborative mechanisms
In the context of enhancing collaboration among gov-
ernments, researchers, and practitioners in cloud com-
puting for e-government, it is crucial to identify and 
define specific platforms and frameworks that can sup-
port this cooperation. By delineating these mechanisms, 
stakeholders can effectively share knowledge, resources, 
and experiences, which is essential for overcoming chal-
lenges and optimizing the implementation of cloud tech-
nologies. One effective approach is the establishment of 

intergovernmental working groups or task forces. These 
groups would consist of representatives from various 
government entities, academic institutions, and indus-
try experts, all focused on the common goal of improv-
ing e-government services through cloud computing. By 
coming together, these stakeholders can share best prac-
tices, discuss challenges encountered during implemen-
tation, and learn from each other’s successes and failures. 
This collaborative environment fosters innovation and 
helps to create standardized approaches that can be 
adopted across different jurisdictions.

To facilitate ongoing communication and collaboration, 
these working groups can utilize online collaboration 
platforms. Such platforms can include dedicated forums, 
shared document repositories, and project manage-
ment tools that allow members to exchange ideas, share 
research findings, and develop joint initiatives. By lever-
aging technology, these platforms can enable real-time 
discussions and provide a space for continuous engage-
ment, regardless of geographical barriers. This structured 
approach to collaboration not only enhances the collec-
tive knowledge base but also accelerates the development 
and implementation of effective cloud solutions in e-gov-
ernment, ultimately leading to improved public services 
and citizen engagement.

Policy development process
The formulation and implementation of policies related 
to cloud computing in e-government are critical pro-
cesses that require careful planning and execution. 
Initially, the policy development process begins with 
a thorough assessment of the current landscape. This 
involves analyzing existing regulations that govern data 
management, privacy, and safety, as well as evaluating 
the technological capabilities of government agencies. 
Understanding stakeholder needs is also paramount, as 
it ensures that the policies developed are relevant and 
address the actual challenges faced by users, including 
government officials, industry players, and citizens. Fol-
lowing this assessment, stakeholder consultations play a 
vital role in the process. Engaging with a diverse group of 
participants allows for the collection of valuable insights 
and perspectives, which helps to identify key priorities 
and challenges that need to be addressed in the policy 
proposals. This collaborative approach fosters a sense of 
ownership among stakeholders and increases the likeli-
hood of successful policy adoption.

Once a foundational understanding is established, a 
drafting committee is formed to create policy proposals 
that align with the identified needs and objectives. These 
proposals are then subjected to a public review process, 
where feedback from a broader audience is solicited. 
This step is crucial for refining the policies, as it allows 
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for the incorporation of diverse viewpoints and ensures 
that the final policies are well-rounded and effective. The 
implementation phase of these policies is multifaceted. 
It includes establishing clear guidelines that outline the 
roles and responsibilities of various stakeholders, devel-
oping training programs to equip government person-
nel with the necessary skills, and allocating resources to 
facilitate the transition to cloud-based systems. Further-
more, integrating ongoing monitoring and evaluation 
mechanisms is essential to assess the effectiveness of the 
policies over time. This allows for timely adjustments to 
be made in response to emerging technologies and evolv-
ing public needs.

By elaborating on these steps, the analysis provides a 
comprehensive view of the policy development process. 
It underscores the importance of collaboration, transpar-
ency, and adaptability in creating effective frameworks 
for cloud computing in e-government. This thorough 
understanding not only addresses the gaps in the existing 
literature but also enhances the credibility and applica-
bility of the proposed policies, ultimately contributing to 
more effective governance and improved public services.

Conclusion
Based on the analysis of bibliometric government support 
for cloud computing e-government architecture in 2023, 
several key conclusions can be drawn: Increasing Empha-
sis on Cloud Computing: The analysis indicates a grow-
ing trend of government support for cloud computing in 
the context of e-government architecture. Governments 
recognize the potential of cloud computing in enhancing 
the efficiency, scalability, and accessibility of e-govern-
ment services; Adoption of E-Government Architecture: 
Governments are actively adopting e-government archi-
tecture to improve service delivery, streamline admin-
istrative processes, and foster citizen engagement. The 
analysis suggests that cloud computing is crucial in sup-
porting and enabling e-government architecture; Strong 
Government Backing: The bibliometric analysis reveals 
significant research and publications on government sup-
port for cloud computing in e-government architecture. 
This indicates a firm commitment from governments to 
explore and implement cloud-based solutions in the con-
text of e-governance.

Collaboration and Knowledge Sharing: The analysis 
highlights a collaborative approach among governments, 
researchers, and practitioners in sharing knowledge, best 
practices, and lessons learned regarding cloud computing 
in e-government architecture. This collaborative effort 
is essential for fostering innovation, avoiding duplica-
tion of efforts, and promoting effective implementation 
strategies; Policy Development and Standardization: The 
analysis suggests that governments are actively involved 

in developing policies and standards related to cloud 
computing in e-government architecture. This indicates 
a recognition of the need for regulatory frameworks to 
ensure data security, privacy, interoperability, and vendor 
neutrality in cloud-based e-government systems.

It is essential to provide a more nuanced analysis of 
how various governments are approaching the adoption 
of cloud computing in their e-government architecture. 
Different countries exhibit distinct strategies influenced 
by their unique socio-economic contexts, regulatory 
environments, and technological infrastructures. For 
instance, some governments prioritize public–private 
partnerships to leverage expertise and resources from 
cloud service providers, while others focus on develop-
ing in-house capabilities to maintain control over sensi-
tive data. Additionally, the pace of cloud adoption varies 
significantly; advanced economies may rapidly imple-
ment sophisticated cloud solutions, whereas developing 
nations might adopt a more gradual approach, addressing 
foundational issues such as digital literacy and infrastruc-
ture gaps first. By examining these diverse strategies, we 
can gain a deeper understanding of the factors that shape 
cloud computing adoption in e-government, highlighting 
best practices and potential pitfalls that different govern-
ments encounter along the way. This detailed explora-
tion will enrich the conclusions and provide actionable 
insights for policymakers and stakeholders involved in 
e-government initiatives.

Potential Challenges and Risks: While the analysis 
emphasizes the positive aspects of government support 
for cloud computing in e-government architecture, it is 
essential to acknowledge potential challenges and risks. 
These may include concerns related to data privacy, data 
breaches, vendor lock-in, and the digital divide among 
citizens, Overall, the analysis of bibliometric government 
support for cloud computing e-government architecture 
in 2023 indicates a positive trajectory, with governments 
actively embracing cloud technologies to enhance their 
e-governance initiatives. However, policymakers and 
stakeholders must address potential challenges and risks 
to ensure the successful and sustainable implementation 
of cloud-based e-government systems.

Limitations and implications
While the advantages of cloud computing in e-govern-
ment are well-documented, it is equally important to 
address the counterarguments and limitations associated 
with its adoption. One significant concern is the depend-
ence on cloud service providers, which can lead to 
potential vendor lock-in, where governments may find it 
challenging to switch providers due to proprietary tech-
nologies or contractual obligations. This situation can 
limit flexibility and increase costs over time. Additionally, 
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the feasibility of adopting cloud solutions in resource-
constrained environments poses a challenge, as not all 
local governments may have the necessary infrastruc-
ture or technical expertise to implement these systems 
effectively. For instance, a study by Al Mudawi et al. [37] 
highlights successful implementations of cloud-based 
e-government services in countries like Estonia, where a 
robust digital infrastructure has enabled seamless service 
delivery. However, in contrast, many developing nations 
struggle with inadequate internet connectivity and lim-
ited financial resources, which can hinder the effective 
deployment of cloud solutions. By acknowledging these 
limitations and providing examples of both successful 
and challenging implementations, the paper can pre-
sent a more balanced view of cloud computing’s role in 
e-government, ultimately enhancing the credibility of its 
claims and recommendations.

While this study provides valuable insights into the 
trends of cloud computing in e-government through bib-
liometric analysis, it is essential to address certain chal-
lenges and limitations inherent in this approach. One 
potential bias in bibliometric analysis is the reliance on 
published literature, which may not fully capture the 
breadth of ongoing research or practical implementa-
tions in the field. This can lead to an overrepresentation 
of certain perspectives while neglecting emerging voices 
or innovative practices that are not yet documented in 
academic publications. Additionally, the use of CiteSpace, 
while a powerful tool for visualizing citation networks 
and identifying research hotspots, has its limitations. For 
instance, CiteSpace’s algorithms may prioritize more fre-
quently cited works, potentially overshadowing less pop-
ular but equally significant studies that contribute to the 
discourse on cloud computing in e-government. Further-
more, the software’s reliance on specific databases may 
introduce biases based on the availability and accessibil-
ity of literature within those platforms. Acknowledging 
these limitations is crucial for contextualizing the find-
ings and ensuring that future research endeavors con-
sider a more holistic view of the landscape, incorporating 
qualitative insights and diverse sources of information to 
complement the quantitative data derived from biblio-
metric analysis.

Future recommendation
It can be further strengthened by incorporating action-
able recommendations for policymakers and practi-
tioners. To facilitate the successful integration of cloud 
computing, policymakers should prioritize the develop-
ment of comprehensive frameworks that address data 
security, privacy, and interoperability standards. This 

includes establishing clear guidelines for cloud service 
procurement and fostering partnerships with reputable 
cloud providers to mitigate risks associated with ven-
dor lock-in. Additionally, training programs should be 
implemented to build the digital skills of government 
personnel, ensuring they are equipped to manage and 
utilize cloud technologies effectively. Practitioners should 
also be encouraged to adopt a phased approach to cloud 
implementation, starting with pilot projects that allow for 
testing and refinement before full-scale deployment. Fur-
thermore, fostering collaboration between government 
agencies, private sector partners, and academic institu-
tions can promote knowledge sharing and innovation in 
cloud-based solutions. By taking these actionable steps, 
stakeholders can enhance the effectiveness and sustain-
ability of cloud computing initiatives in e-government, 
ultimately leading to improved public service delivery 
and citizen engagement.

As technology continues to evolve, future research 
could explore the implications of artificial intelligence 
and machine learning integration with cloud services, 
particularly in enhancing data analytics and decision-
making processes within government operations. 
Additionally, investigating the impact of emerging tech-
nologies, such as blockchain, on cloud computing secu-
rity and transparency in e-government could provide 
valuable insights into safeguarding citizen data. Another 
critical area for future research is the examination of 
the digital divide, particularly how disparities in access 
to cloud technologies affect service delivery in under-
served communities. Understanding these dynamics can 
inform strategies to promote inclusivity and equitable 
access to e-government services. Furthermore, longi-
tudinal studies that track the long-term effects of cloud 
adoption on government efficiency and citizen satisfac-
tion would contribute to a deeper understanding of the 
benefits and challenges associated with cloud comput-
ing in the public sector. By addressing these emerging 
trends and unresolved issues, future research can play a 
pivotal role in shaping the ongoing discourse and guiding 
effective policy and practice in the realm of cloud-based 
e-government.
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