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Abstract Advancements in the Internet of Things (IoT)
have resulted in numerous IoT devices, both standard
and non-standard, being connected to the Internet. These
devices have inherent vulnerabilities and are not patched
or maintained well after deployment. This has created
a wider threat surface due to the sheer number of de-
vices present. Recently, botnet attacks exploited such
weaknesses in IoT and carried out massive DDoS at-
tacks on high profile targets. In this work, we propose
a data mining and federated learning based solution to
detect the individual attack stages in botnet attacks.
The proposed solution extracts advanced features by
mining anomalous patterns in network traffic using fre-
quent itemset mining. Then, we use these features to
train a distributed federated learning solution at gate-
ways of networks while extracting the global distribu-
tion of attack patterns at a centralized security man-
ager without violating user privacy. We carry out a set
of experiments using OpenStack and a real IoT testbed
to evaluate the performance of the proposed solution.
The results demonstrate that the performance of the
proposed privacy-preserving system is comparable to
existing solutions that compromise user privacy.
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1 Introduction

Internet of Things (IoT) has gained immense popular-
ity and has increasingly been deployed worldwide. As
per [1], the IoT market is projected to be close to 2500
billion USD by 2029. IoT devices are becoming so pop-
ular with the benefits such as remote access to real-time
efficient communication over a network of interconnect-
ing devices. One such example is Closed-Circuit Televi-
sion (CCTV) cameras, which allow the users to monitor
the camera feed remotely. With the advancement of IoT
technology, people tend to use more and more devices
and a vast matrix of non-standard devices and end-
points are getting connected to the Internet [2]. Many
of these IoT devices are open to cyber-attacks due to
inherent vulnerabilities such as open ports and default
credentials. Given the sheer numbers and heterogene-
ity, IoT devices present an attractive attack surface as
evident from the recent botnet attacks such as Mirai,
Hajime [3]. The recent Mirai botnet attack was able to
compromise over 600K vulnerable IoT devices and take
down many high profile targets including Krebs on Se-
curity (over 600Gbps DDoS attack) and Dyn, a popular
DNS provider for many high-traffic sites such as Ama-
zon, Github, Netflix, PayPal, Reddit, and Twitter [3].

A botnet attack generally consists of multiple at-
tack stages and occur over multiple networks over time,
thus spatially and temporally dispersed. A typical bot-
net attack starts with reconnaissance, where it scans
for vulnerabilities in IoT devices. If vulnerabilities are
detected, a chain of attack stages—intrusion, malware
injection, Command & Control (C&C) communication,
and attacks targeting external entities such as SYN
flooding, DDoS, data exfiltration, etc.—follow. Often
these attacks leave traces in the network traffic, which
we can utilize to develop a network level solution. How-
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ever, the aforementioned attack stages span over a pe-
riod of time and are difficult to be spotted by manually
analyzing network traffic in a limited time span.

To address these advancing threats, we should have
a proper detection approach to capture these different
attack stages. Such an approach can be useful in many
ways, providing early warning of malware spread, ex-
traction of signature, timely prediction of attack stages,
and quick mitigation [4]. An end-point solution may not
be ideal as the corresponding solution may not be able
to see and learn from the different variants of the at-
tacks. Moreover, unlike operating systems based com-
puters and mobiles, IoT devices are not frequently up-
dated and therefore, in the risk of being exploited [5].
Alternatively, a centralized network level solution will
have the visibility to learn from different network traffic
and can act as a complementary solution to a end-point
solution or even work independently. However, expos-
ing user generated data violates the privacy of the users
and risks being exploited by unauthorized external par-
ties. Recent studies such as [5] suggest that even the
encrypted traffic can give out behavioral information
about the users.

Therefore, in this work, we propose FDA, a Federated
learning and Data mining based Attack detection frame-
work, which learns from the global distribution of net-
work traffic while preserving privacy of the users. FDA is
a network level solution which is deployed at both gate-
ways and a centralized network manager. At the gate-
way level, first the network traffic is filtered using an
existing anomaly detection solution to extract anoma-
lous network traffic. Then, anomalous traffic is mined
with a data mining algorithm—Frequent Itemset Min-
ing (FIM)—to extract patterns. The extracted patterns
are further mined to obtain association rules with net-
work features in the antecedent and attack stage in the
consequent. Then, these association rules are used to
train deep neural networks locally at gateways. Finally,
a global model is trained at the network manager using
federated learning by exchanging the weight parameters
from the local models without exposing the user data.
In order to evaluate the performance, we carry out a
set of experiments using OpenStack. As per the results,
FDA is able to compete with several existing solutions,
more importantly, without violating user privacy. We
further experiment with a real IoT testbed to validate
the performance of FDA in practical environment.

The remainder of the paper is structured as follows.
Section 2 and 3 reviews the existing literature and back-
ground, respectively. In section 4, we present the frame-
work to detect botnet attack stages. Section 5 presents
and discusses the results and finally, section 6 concludes
the paper.

2 Literature Review
2.1 Detecting Attacks on IoT Networks

A three layer supervised Machine Learning (ML) based
Intrusion Detection System (IDS) has been introduced
in [6] to detect cyber attacks on IoT networks. In the
first layer, an ML model fingerprints the devices by gen-
erating their normal profiles. Subsequently, in the sec-
ond layer, it detects anomalies from the network traffic
and finally, the third layer identifies the attacks from
the anomalies. Different ML algorithms are tried out
in the experiments, and J48 decision tree achieved the
best performance across different functions. Note that
all the layers are executed at the network access level
and thus, they do not learn from the different character-
istics across different networks. Further, the proposed
system works on packet level information, and thus,
both privacy and scalability are open issues.

In [7], an unsupervised anomaly detection system
is proposed targeting botnet attacks in IoT networks.
It further focuses on decreasing the computational re-
quirement via reducing dimensionality of the feature
vector by identifying features with higher entropy, higher
variance, and Hopkins statistics. The proposed model
achieves a considerable performance with a minimal
feature set and is capable of detecting unknown attacks
as well. However, it is possible to have high false posi-
tives as these approaches consider slight deviations from
normal behaviors as suspicious activities. This restricts
their applicability in real environment as users and ser-
vice providers prefer not to get their normal operations
disrupted.

Samy et al. [8] have proposed to bring the attack de-
tection down to the fog layer to speed up the detection.
Here, the packets are captured at the edge layer, i.e., at
local gateways, and sent to a centralized cloud layer to
train a Long Short-Term Memory (LSTM) based Deep
Learning (DL) model. Then, the trained LSTM model
is installed at fog layer to detect attacks. A few notable
limitations of the framework are, i) labeling of the data
collected in the edge layer, ii) computational overhead
generated by training on data coming from many IoT
devices, iii) violation of user privacy by sending the data
collected on the edge to the cloud.

2.2 Detecting Individual Stages

There are studies that focuses on detecting specific at-
tacks on networks. In [9], a Deep Neural Network (DNN)
is proposed to detect early stages of botnet attacks.
Similarly, [I0] and [II] have proposed methods to de-
tect intrusion attempts in the networks. The former
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extracted login patterns to identify unauthorized in-
trusions, whereas the latter utilized NetFlow to de-
tect successful SSH intrusions. In [I2], the authors have
proposed a method, BotDet, to detect C&C traffic, a
critical stage, in botnet attacks. BotDet recognizes the
use of blacklisted TP addresses, SSL certificates, do-
main servers, and TOR servers and generates alerts.
Later, these independent alerts are correlated to min-
imize false positives. Among the studies that focus on
the detection of DDoS attacks, [I3] uses the inherent
characteristics of IoT devices, such as the limited num-
ber of endpoints that an IoT device connects to and
the regular time intervals between packets, in training
an ML model to detect DDoS traffic. Another study
in [14] combined Software Defined Networking (SDN)
and ML to detect volumetric attacks in IoT networks,
where normal behavior is profiled through Manufacture
Usage Description (MUD). These methods solely focus
on individual attacks and do not have the capability to
connect dots between different stages.

2.3 Detecting Multi Stage Attacks

Different techniques are used to detect multi stage at-
tacks on networks. Data mining is used in [15] and [I6]
to correlate the alerts generated by IDS in detecting
multi stage attacks. The former used a probabilistic ap-
proach to estimate the similarity between alerts coming
from multiple networks. The later used sequential pat-
tern mining to correlate alerts and detect multi stage
attacks. Hidden Markov Model (HMM) is used in [I7]
to model alerts as observable states and the correspond-
ing actual attack stages as hidden stages. Then using
the sequence and transitions of states, the likely attack
type and stage is estimated. These work heavily rely on
the transition of states and in modern botnet attacks,
the transitions of attack stages could vary depending
on many factors such as botnet variants, malware mu-
tation, etc. In [I§], the authors have used clustering to
detect multi stage attacks on the basis that network
flows from the same attack stage tend to fall into the
same group. However, the authors have not investigated
how to attribute these clusters to corresponding attack
stages.

In our previous work, we proposed ADEPT [I9],

to detect attack stages. Even though ADEPT does not
expose user data directly, with the advancement in ML,
the packet meta-data contained in alerts can be used to
infer behavioral information of users [20].

This work can be seen as an extension of ADEPT,
where the focus is on preserving privacy of user data,
while detecting stages of botnet attacks. Thus, we ex-
tract patterns at local gateways (not at the security
manager, unlike ADEPT), train deep neural networks
locally and use federated learning to learn from the dis-
tribution of global data.

3 Background
3.1 Threat Model

With the rapid increase in the number of IoT devices
deploying globally, the number of botnets and cyber-
attacks are increasing at a similar scale. A bot can be
anything on the internet that compromises vulnerable
devices, in our case, IoT devices. Malicious botnets en-
gage in illicit activities like service disruption, informa-
tion theft over the internet. A botnet consists of several
bots, a C&C server which is the botnet’s central control
that sends commands to the botnet, and a botmaster
who controls the entire botnet.

In the IoT domain, one of the fundamental vulner-
abilities of IoT devices is that most third-party devices
come with critical ports, such as SSH and Telnet, open
and with default credentials, which makes them attrac-
tive targets for intruders [21I]. Once IoT devices are in-
fected with malware, these compromised devices try to
spread their malware with hundreds or thousands of
other vulnerable devices. The botnet controls infected
systems through one or more C&C channels.

There are different variants of botnet attacks, from
which Mirai and Hajime can be listed as more recent
ones. The former made headlines in 2016, when it gen-
erated a more than 1 terabits per second DDoS at-
tack taking down the Dyn DNS provider [3]. Mirai pri-
marily targeted IP cameras, Digital Video Recorders
(DVRs), and routers. Hajime botnet uses an infection
method similar to the Mirai botnet. However, Hajime
is based on a fully distributed communication archi-

that addresses some of concerns highlighted above. ADEPT tecture and makes use of the BitTorrent Distributed

is a distributed framework that detects and identifies
the individual attack stages in coordinated botnet at-
tacks. It detects deviations from normal IoT profiles as
anomalies at gateway level and sends alerts to a cen-
tralized security manager. At the manager, the alerts
are mined to extract spatial and temporal patterns and
finally, train a ML model using extracted information

HashTag (DHT) protocol for peer discovery and the
uTorrent Transport Protocol for data exchange [22].

As mentioned above, a botnet attack consists of
multiple stages that may span over a period of time.
While the attack stages and corresponding characteris-
tics may slightly differ according to the botnet, we can
generalize it to the following attack stages.
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— Reconnaissance: Here, bots scan for vulnerable IoT
devices in the Internet and explore how to exploit
them. In botnet attacks, bots mainly scan for entry
points, i.e., they scan for open ports where ports
such as SSH and Telnet can be critical.

— Login: Bots then try to login to vulnerable IoT de-
vices using brute force dictionary attack. Here, they
use a known dictionary of usernames and passwords.

— Malware Infection: Once a bot has access to the ker-
nel, it downloads a malware from an external server,
which will be automatically executed each time the
victim is rebooted.

— C&C Communication: When the malware is exe-
cuted, the compromised IoT devices will establish a
connection with a C&C server. Most commonly, the
Internet Relay Chat (IRC) protocol implements the
communication channel. The compromised IoT de-
vice joins the C&C channel specified in the malware
after establishing an IRC session with the server.
C&C server sends commands and receive outputs of
bots and compromised devices of the botnet. Heart-
beat messages are used to keep the connection be-
tween compromised devices and C&C server alive.

— Targeted Attacks: The botmaster sends commands

to the C&C server to initiate an attack towards
a particular target, and the C&C server spreads
the command throughout the compromised devices.
While there are different attacks, the most common
attack used by botnets is DDoS.
A DDoS attack attempts to make an internet ser-
vice or website inaccessible by overwhelming it with
large amounts of traffic from multiple sources, here
from compromised IoT devices. A large-scale DDoS
attack can generate traffic in the scale of tens or
hundreds of gigabits per second, making it difficult
for a typical network to handle. There are different
versions of DDoS attack such as volumetric attacks
(UDP flood), protocol based attacks (SYN flood),
and application layer attacks (HTTP flood) [23].

3.2 Profiling IoT Devices

Typically, an IoT device has a specific set of proto-
cols serving as the standard, secured data communi-
cations channels with the third parties. Although the
IoT and human interaction happen via a mobile or web
application, the data communications consume the un-
derlying protocols such as Hypertext Transfer Proto-
col (HTTP) and Hypertext Transfer Protocol Secure
(HTTPS). Thus, these set of protocols can use as a
unique identifier or as normal behavior for a given IoT
device.

The profile of a specific IoT device can be obtained
during the first usage of the device assuming the IoT
device communicates only with its defined protocols.
Afterwards, these communications can contain unper-
mitted protocols due to cyber-attacks, communications
failures, and many other reasons. The profile creation
and sorting occur when an IoT device connects to the
system or in the case of a software update. The gener-
ated benign (normal) profiles need to be stored in the
system and during the normal operation, these profiles
are read continuously to detect anomalies, i.e, any de-
viation from the benign profile.

In order to generate the benign profiles of IoT de-
vices, we use Cuckoo hash table following the work
n [19]. The cuckoo hashing guarantees a constant look
up time for any key value. But, it goes through a few
steps consuming a considerable amount of time during
the insertion operation compared to other hash tables.
However, in our case, data insertions happen at a low
rate, while the search and read happen in real-time con-
tinuously at a high rate. So, the cuckoo hash table is
ideal to store and read the IoT profile tables.

3.3 Network Anomalies

A network anomaly is a sudden deviation of the net-
work’s operations from its expected normal state [24].
Those anomalies can occur due to an intruder’s actions
who has illegal expectations or purely due to a failure
in network functions. The anomalies that occur due to
system failures can be minimized through regular main-
tenance. Nevertheless, anomalies generated due to in-
trusions should be detected and their adverse effects
should be mitigated.

Two types of anomalies can be identified in an ToT
network, namely, connection anomalies and behavioral
anomalies.

8.8.1 Connection Anomaly

Each IoT device in a network has defined network routes
and end points it connects to. If any IoT device is devi-
ating from its defined network routes and end points, it
can be considered as a connection anomaly. The C&C
communications during a botnet attack is such an ex-
ample. The C&C server’s network path is not a defined
path for any IoT device in the network.

3.8.2 Behavioral Anomaly

The behavioral anomaly occurs when the connection
is acceptable, but the traffic deviates from the regular
statistics. The compromised devices can communicate
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with a commercial server during a DDoS attack, de-
fined as accepted in IoT routes but with high network
bandwidth. Such an event is considered as a behavioral
anomaly.

3.4 Frequent Itemset Mining (FIM)

In this work, we need to extract patterns from anoma-
lies to engineer advanced features in the classification of
attack stages. FIM is a popular data mining technique,
which extracts patterns from data.

An itemset (also called as a pattern) that meets
the minimum support, 6, is called as a frequent item-
set and the number of items in the itemset represents
its size. For instance, <<X, Y, Z>> is an itemset with
three items, and if the support (frequency) of the above
itemset is greater than a specified minimum support
(0 <6 <1),it will be mined as a frequent itemset.

These frequent itemsets mined from the dataset are
used to generate the association rules. The association
rules are if-else statements, which show the confidence

of relationships between frequent itemsets. <<X>>—<<Y>>

represents an association rule, where X and Y are dis-
joint itemsets. Support, confidence and lift are the most
commonly used measures in association rule mining for
evaluation and setting selection thresholds [25].

FIM is associated with different algorithms that mine
different frequent itemset. Apriori algorithm is used in
this work as we need to measure the association be-
tween patterns [26].

Apriori Algorithm: Apriori takes an iterative ap-
proach to discover the most frequent itemsets, and the
two steps of the algorithm called ”join” and ”prune”
reduces the search space of the algorithm. ”Join” gen-
erates (k+1) itemsets from k-itemsets by joining each
item with itself. " Pruning” scans the count of each item
and removes items that do not meet the minimum sup-
port requirement. Apriori is based on the fact that if an
itemset is not frequent, all of its superset (i.e., higher
order itemset containing that itemset) will not be fre-
quent.

First, the algorithm counts the occurrences (sup-
port) of each item in the dataset to determine the can-
didate itemset of size one. Then, only the ones that
meet the minimum support is taken as the first order
frequent itemset. To find the second order itemset, the
first order frequent itemset are combined and check for
the minimum support requirement. This process con-
tinues until k-order frequent itemset are found (if k is
specified) or until no more frequent itemset are avail-
able.

3.5 Federated Learning

The conventional neural network models require gather-
ing of data to a central entity before training a model,
which risk the data being exposed. However, govern-
ments are now coming up with transactional violation
laws to protect the data owners’ privacy [27]. With
these latest regulations and legislation on data usage,
conventional neural network based models face difficul-
ties.

Federated learning addresses this problem by train-
ing the models at distributed locations without expos-
ing the data to outside [28]. Once the models are trained
at distributed locations, the weight parameters corre-
sponding to the models (neural networks) are sent to
a centralized entity, where they are aggregated using
different algorithms. By doing that, the central model
aims to learn the characteristics of the distributed mod-
els. Note that, the original data that is used to train the
distributed models are not exposed, and thus, preserves
privacy of the data. Yet, the model aggregation may not
necessarily yield the same performance as of training a
model using all the data combined, which is one of the
limitations of federated learning.

4 FDA - Proposed Framework
4.1 Problem Statement

With the advancement of IoT technology, numerous
types of IoT devices come to the market everyday. How-
ever, most of these devices are third-party non-standard
devices, and they come with critical ports open and
with default usernames and passwords. Users do not
pay much attention to maintenance of these devices, es-
pecially to change default credentials. This creates an
attractive attack surface for intruders and attackers.
As mentioned under the threat model in section [3.1]
botnets exploit these weaknesses and carry out multi
stage attacks targeting IoT devices. In this work, we
aim to detect different stages of botnet attacks while
preserving data privacy. We limit the explanation to
the stages mentioned under section However, note
that the proposed framework can be applied to detect
other attacks subjected to the availability of data.

4.2 Overview of FDA

FDA is a federated learning and data mining based
framework, where advanced features are engineered us-
ing data mining and a privacy preserving global de-
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Table 1 An emulated profile of an IoT device

Key Value
int_IP ext_IP dst_Port | protocol dir count | size
172.24.4.159 | 10.1.0.104 8080 TCP ouT 11 76
172.24.4.159 | 10.1.0.104 44634 TCP IN 1 56
172.24.4.159 | 10.1.0.104 44635 TCP IN 1 56
172.24.4.159 | 10.1.0.104 44636 TCP IN 1 56

tection model is trained by aggregating the distributed
models through federated learning.

Here, we consider an architecture of multiple dis-
tributed IoT networks, similar to smart homes, con-
nected to a central security manager, which could be
a service provider. Each local network has a gateway
to which all the IoT devices are connected. We train
the distributed deep learning models at gateways, as
the gateway has access to all the network traffic flow-
ing in the network. We see the functions of gateways
to be integrated with smart home routers deployed by
Internet Service Providers (ISPs), which enables them
to run anomaly detection and mitigation solutions at
home gateways. We assume gateways have reasonable
computational and storage resources as of a standard
mini-PC of the day; this is also a trend we observe in
industry [29].

The security manager aggregates the distributed mod-

els and builds a global detection model. It can be de-
ployed in the ISP datacenter or cloud, and can be in-
tegrated with Security Information and Event Manage-
ment (SIEM) engine [30], or with a SDN controller. Fi-
nally, the global model is sent out to all the distributed
gateways to detect botnet attack stages at the local en-
try points without the involvement of the centralized
manager. In next subsections, we explain each step of
the proposed framework in detail.

4.3 Anomaly Detection

As mentioned in section [3:3] we focus on the connection
anomalies and behavioral anomalies in this work. FDA
passively captures network traffic flowing through the
gateways and cross check them with the benign profiles
of IoT devices, which were generated in the initial stages
using Cuckoo Hash tables as discussed in section 3.2
The process is indicated by step 1 in Fig.

In the generation of the IoT profiles, the connections
of each device is used as the ’key’ of the hash table,
whereas the packet statistics, i.e., mean values of packet
size and count, are used as the 'values’. A connection or
a key is defined with respect to 5-tuples of <<internal
IP, external IP, destination port, protocol,
direction>>. A sample profile is shown in Table

In order to detect connection anomalies, we select
the unique connections in each traffic capture session.

If these connections do not exist in the profile hash ta-
ble of that IoT device as a key, we flag such events
as connection anomalies. If a key is found, meaning
that a connection exist, then we look for the behav-
ioral anomalies. Here, we analyze whether the statistics
of the connection significantly deviates from the values
in the profile table, and if so, such events are flagged as
behavioral anomalies.

Note that a perfect anomaly detection is not re-
quired at this stage, as we will be further inspecting
the anomalies to detect attack stages, and in the pro-
cess, false anomalies will be further filtered out.

4.4 Pattern Extraction

The detected anomalies are then fed into the pattern
extraction module as shown by step 2 in Fig.[1} A few
sample anomalies are listed in Table [2| Apriori algo-
rithm in FIM is used to extract all the frequent item-
set (patterns) in the anomaly dataset. Note that FIM
works with categorical features and thus, we need to
transform anomalies into a categorical feature vector.

FIM Features

— IP Address: Internal IP address (i.e., IP address
from the IoT network) is not included as a feature
as it does not provide any useful information. The
external IP address is categorized as local or public
based on its range.

— Port: Only the destination port is considered here
as the source port randomly changes with each new
connection. There are various dynamic ports in net-
work traffic data. Therefore, the ports other than
the typically used ports of botnet attacks are cate-
gorized as ’any’ (one category).

— Protocol: The network protocol used in the underly-
ing communication. Primarily TCP and UDP, how-
ever, the exact protocols such as FTP, SSH, DNS,
are also used, if information is available.

— Direction: The direction of the network traffic as in
“inwards” or ”outwards”. The former reflects the
traffic coming into the IoT device and latter repre-
sents the traffic going out from the device.

— Packet Length: Categorized into three levels. Typi-
cally, control packets such as scans are small, whereas
volumetric attack packets are large. In addition, pack-
ets used in C&C communication are usually of medium
size. The range of each category was selected based
on a statistical analysis on the packet length.

— Attack Stage: The corresponding attack stage the
network traffic belongs to. In this work, we consider
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Fig. 1 Architecture and Operation of FDA.
Table 2 Sample input to FIM Table 3 A few extracted patterns from data in Table
External | Destination . Packet Attack External | Destination . Packet | Attack

# P Port Protocol Dir Length Stage # P Port Protocol | Dir Length Stage Support
1 Private 22 SSH ™ Small Scan 1 Private * SSH IN Small Scan 2/18
5 Privat 5 SO N S (11 S 2 | Private 22 SSH IN Small Scan 2/18
: rivate ma can 3 | Private 22 SSH N * Login 2/18
3 | Private 23 Telnet IN Small Scan 4 | Public 21 FTP | OUT | Large | Malware | 2/18
4 Private 22 SSH IN Medium Login 5 * 21 * * * Malware 3/18
5 Private 22 SSH IN Small Login 6 Private 7000 TCP OUT | Medium C&C 2/18
6 Public 21 FTP ouT Large Malware 7 Private 7000 TCP * * C&C 3/18
7 Public 21 FTP OUT Large Malware 8 Publ%c 80 HTTP OouT Large DDoS 2/18
8 Private 21 TCP IN Small Malware 190 gz}jhz 53 DI:S 88$ S"la“ ggzi Zﬁ:
9 Private 7000 TCP OUT | Medium C&C 1 Private * TCP £ 53 Noise /18
10 Private 7000 TCP OUT | Medium C&C 12 Private * * IN * Noise 2/18
11 Private 7000 TCP IN Small C&C 13 * * TCP * * * 6/18
12 Public 80 HTTP ouT Large DDoS 14 il * * * * Scan 3/18
13 Public 80 HTTP | OUT | Large DDoS 15 | Public * * OUT | Large * 4/18
14 Public 53 DNS OouT Small DDoS

15 Public 53 DNS OouT Small DDoS

16 Private Any TCP OUT | Medium Noise

17 Private 443 TCP IN Small Noise

18 Private 28 UDP IN Large Noise

the stages mentioned under the threat model in sec-
tion Any network traffic that does not belong
to any of the attack stages is labeled as "noise”.

Note that FIM is an unsupervised approach and it
extracts frequent patterns which has a support (i.e.,
occurrence) higher than a specified minimum support,
0(0 < 0 <1). The input data to FIM is called transac-
tions and Table[2]shows a few examples. Table[3|depicts
a few frequent itemset extracted from Table 2] with a
minimum support of 2/ 1&3 We exclude patterns such
as 13 and 15 as the attack stage is not included in them.

4.5 Association Rule Generation

Next, the extracted frequent itemsets are used to find
the association rules. Tablelillustrates association rules

1 Only a few patterns are included due to space limitation
and patterns with a lower support than the minimum support
are not mined.

generated from the patterns in Table (3] Here, we only
consider the frequent itemset with two or more items
(Patterns such as 13 and 14 in Table |3 are excluded).
As mentioned in section[3:4] an association rule is in the
format of <<X>> — <<Y>>, where X is the antecedent
and Y is the consequent. Here, we only consider the
association rules which has an attack stage in the con-
sequent and other features in the antecedent.

Simply, an association rule depicts how much X is
associated with Y and in our case, it shows which fea-
ture values are associated with the corresponding attack
stages. The confidence measures how frequently the fea-
tures in antecedent are associated with the attack stage
in consequent. Note that botnet attack stages have a
higher confidence value compared to ”Noise” patterns.
Similar to mining of frequent itemset, we only mine as-
sociation rules, if they satisfy a minimum confidence
level. For instance, if a minimum confidence level of 0.5
is set, the noise rules (11 and 12 in Table [4]) will be
filtered out.
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Table 4 A few association rules generated from patterns in
Table 3]

# Antecedent Consequent | Confidence
1 <<Private, *, SSH, IN, Small>> Scan 0.66
2 <<Private, 22, SSH, IN, Small>> Scan 0.66
3 <<Private, 22, SSH, IN, *>> Login 0.5
4 <<Public, 21, FTP, OUT, Large>> Malware 1.0
5 <<k, 21, k, ok, *kD>> Malware 1.0
6 <<Private, 7000, TCP, OUT, Medium>> C&C 1.0
7 <<Private, 7000, TCP, *, *>> C&C 1.0
8 <<Public, 80, HTTP, OUT, Large>> DDoS 1.0
9 <<Public, 53, DNS, OUT, Small>> DDoS 1.0
10 <<Public, *, *, OUT, *>> DDoS 0.66
11 <<Private, *, TCP, *, *>> Noise 0.33
12 <<Private, *, *, IN, *>> Noise 0.22

4.6 Model Training

Association rules itself can be used as an expert system
to detect botnet attack stages. However, the local ToT
networks do not have a wider view and do not see dif-
ferent network traffic pattern that is needed to build an
efficient classification system. Each and every IoT net-
work do not see network traffic related to all the attack
stages. Even the same attack stage may has different
characteristics when seen across different networks [31].
Therefore, it is important to train a classification model
using diverse network traffic.

In order to do that, one solution is to collect net-
work traffic from different networks to a single point,
say network manager, and train a global classification
model. However, as mentioned earlier, this approach is
privacy intrusive as it may expose private information
of users of the devices [32].

Alternatively, we use federated learning here to learn
from the distributions of different local models without
exposing underlying data that is used in training the
models. Before developing a local neural network, we
need to transform the categorical features in the asso-
ciation rules to numerical values and one-hot encoding
is used here.

One-hot encoding yielded 28 distinctive features,
and thus, the neural network input layer has 28 nodes.
The output layer has 6 nodes representing the 5 attack
stages and another for any rules related to noise that
may exist. A few dropout layers are used to reduce over-
fitting. A summary of the neural network is shown in
Fig.

Each local network trains their own model with the
same setup as shown in Fig. Once the models are
trained, the model weight parameters are sent to a cen-
tralized security manager via REST API.

At the security manager, the weight parameters of
all the local models are averaged (step 5 in Fig. [1)) to
develop a new global neural network (step 6 in Fig. [1)
with the same set of layers as shown in Fig. This
global model is expected to have learned from the dis-
tributions of different variants of botnet attack stages.

Model: "sequential”

Layer (type) Output Shape Param #
;;nse (Dense) (None, 28) 580
dense_1 (Dense) (None, 288@) 4288
leaky_re_lu (LeakyRell) (None, 268) @
dropout (Dropout) (None, 2@@) e
flatten (Flatten) (None, 268) 2]
dense_2 (Dense) (None, 488) 20488
leaky_re_lu 1 (LeakyRell} (None, 48@) e
dropout_1 (Dropout) (None, 4@@) e
flatten_1 (Flatten) (None, 488) 2]
dense_3 (Dense) (None, 28@) 80200
leaky_re_lu_2 (LeakyRellU} (None, 288) @
dropout_2 (Dropout) (None, 288) @
dense_4 (Dense} (None, &) 1286

Total params: 166,586
Trainable params: 166,586
Non-trainable params: @

Fig. 2 Summary of the neural network model.

However, note that underlying data, that is only used
to train the local deep learning models, are never ex-
posed to outside. Finally, the global model is sent back
to the local gateways to detect attack stages locally.

In reality, gateways encounter new data from time
to time. For an instance, new IoT devices can be in-
troduced to the IoT network, which will generate new
network traffic and new patterns, leading to new as-
sociation rules. Therefore, once the global model is re-
ceived by the gateways, they set the weight parameters
of the global model as the initial weights and continue
to train the neural network with newly found associa-
tion rules. Then again, the local model weight parame-
ters are shared with the security manager, which it uses
to develop a further improved global model. Similarly,
this process continues iteratively with the time.

Note that the attack stage detection is performed at
the gateway level using the deep learning model it pos-
sesses at that moment. Once the real-time traffic comes
in, the network traffic is first cross checked for anoma-
lies similar to training. Then, we extract patterns with
more than one feature in the itemset (i.e., second order
and above) similar to step 2 in Fig. [I} These patterns
are then fed through the neural network at gateways to
detect the potential attack stage.

5 Performance Evaluation

We carried out a set of experiments to evaluate the
performance of FDA. We mainly used OpenStack cloud
platform to evaluate the performance comparatively,
and another experiment is carried out using a practical
testbed as a proof of concept.
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Fig. 3 Emulated IoT network in OpenStack.

5.1 Experiment Setup

We emulated an IoT network in OpenStack as shown
in Fig. |3| and programmed a botnet attack resembling
Mirai. The emulated network consists of 9 IoT devices,
3 gateways, a security manager, a bot master, a C&C
server, a malware server (loader), a victim, a false alert
generator and a security manager. All the instances are
hosted as virtual machines using Ubuntu 18.04 and cus-
tom Linux images.

We implemented all the attack stages mentioned in
section 3.I] Botmaster initiates the botnet attack with
reconnaissance. Nmap is used for port scanning [33] as
part of reconnaissance. Port scanners send a request
to connect sequentially to each port and determine if
the port is open, closed, or filtered, depending on the
response. The devices found with opened access ports
such as SSH are considered as vulnerable devices and
a dictionary attack is launched by the botmaster tar-
geting these vulnerable devices. If a login attempt is
successful, the botmaster fetches the malware from the
loader via FTP and executes it?l This establishes a
C&C communication channel with the C&C server. As
the last stage, the botmaster initiates a SlowLoris DDoS
attack through the C&C server using the compromised
IoT devices targeting the victim machine. During the
span of the attack, the false alert generator generates
noise traffic (normal operational traffic) resembling a
realistic environment to challenge the attack stage de-
tection algorithms.

Four experiments are performed with the above ex-
perimental setup and the results are discussed in the
next sections.

2 Note that the malware is written to init services so that
each time the device restarts, the C&C channel will be estab-
lished.

5.2 Experiment 01 - Evaluation of Anomaly Detection

The primary aim of this experiment is to evaluate the
results of the anomaly detection module. We first gener-
ates the Cuckoo hash table based benign profiles of IoT
devices at gateways by capturing the network traffic
during the initial few minutes of the experiment. After
that, we start both botnet attack and false alert gener-
ator. The former generates anomalous traffic, while the
latter generates random non-malicious network traffic.
The anomaly detection modules explained in section |4.3]
continues to detect deviations from benign profiles as
anomalies. The confusion matrices of obtained results
at three gateways are shown in Fig.[4] Fig.[5] and Fig.[f]

According to the confusion matrices, the anomaly
detection solution has not classified a single anomalous
connection as a non-anomalous connection. Also, nearly
99% of total instances are correctly classified with re-
spect to their true classes. Only a small number of non-
anomalies, which are generated by the false alert gen-
erator, are classified as anomalies. However, these false
positives can be further filtered during association rule
generation.

50000
non-anomaly 229 40000
3 30000
i
w
B
e 20000
anomaly 0 13117
10000
1]
<‘_p\~\ A
<8 ép@

predicted label

Fig. 4 Confusion matrix of anomaly detection at gateway
one

60000
non-anomaly 108 50000

40000

true label

30000

20000

anomaly ] 10950
10000
o
S )
& &
{fe @‘f
&

predicted label

Fig. 5 Confusion matrix of anomaly detection at gateway
two
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Fig. 6 Confusion matrix of anomaly detection at gateway
three

5.3 Experiment 02 - Evaluation of Association Rule
Generation

The objective of this experiment is to evaluate the ex-
tracted association rules and find suitable minimum
confidence levels to apply in the association rule mining
algorithm.

The number of association rules is usually very high.
Note that we only consider the rules with attack stage
in the consequent. Yet, there could be many uninter-
esting rules, i.e., rules that do not provide useful infor-
mation. Lift is a measure that computes the interest of
an association rule and the definition is in .

sup(X,Y)

LY = Y) = X sup(¥)

(1)
where X and Y are two itemset, and "sup” indicates
the support of the itemset.

An association rule can be considered as interesting
when the lift is greater than or equal to one. A rule is
a positive rule, if the rule is interesting; otherwise, the
rule is known as a negative rule.

We evaluated both positive and negative rules for
200 different minimum confidence values. Then the per-
centages of positive rules and negative rules were com-
puted and plotted against minimum confidence values.
The results at three gateways are in Fig. [7] Fig.[8] and
Fig. [0

According to the graphs, the positive rule count in-
creases and the negative rule count decreases with in-
creasing minimum confidence levels. This is an expected
pattern as rules with high confidence values (i.e., the
features in the antecedent and attack stage in the con-
sequent appears more frequently) tend to be interest-
ing. Both positive and negative rule counts saturate
at higher and lower ceilings, respectively, after certain
minimum confidence levels. To be more specific, the
rules saturate at 0.0061, 0.0091, 0.007, respectively, for
three gateways. Note that when the minimum confi-
dence level is increasing, even though the positive rule
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Fig. 7 Positive rule count and negative rule count vs mini-
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Fig. 9 Positive rule count and negative rule count vs mini-
mum confidence - gateway three

percentage increases, the number of extracted rules in-
versely decreases. Therefore, we pick the above men-
tioned levels, where the positive and negative rules sat-
urates, as minimum confidence levels for three gateways
in next experiments.

5.4 Experiment 03 - Evaluation of Decentralized and
Centralized Approaches

This experiment aims to compare the performance pa-
rameters in centralized training and decentralized train-
ing approaches. The experiment is performed for five
test cases. At the beginning of the experiment, the in-
dividual dataset at gateways are randomly divided into
five portions to use in five test cases. Each portion is
split into training and testing with a 70:30 ratio. Then
a new centralized training dataset and a testing dataset
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051 EEE w/o privacy
w/ privacy

”]
0.0
1

Fig. 10 Performance comparison between centralized and
decentralized approaches

F1-Score

2 3 4 5

Test Case

are created by combining each corresponding training
data portion and testing data portion in each gateway.
This dataset is used in training a centralized model
with the same neural network layout in Fig. 2| The
proposed model takes a decentralized approach as men-
tioned earlier, and only the local neural network mod-
els’ weight parameters are shared with a centralized se-
curity manager. The Fl—scoreEl is used to measure the
performance of each approach and the corresponding
results are shown in Fig.

Note that the centralized approach is privacy intru-
sive as the user data is sent out from the local gate-
ways to a third party entity and thus, we label it as
"w /o privacy” in Fig. The decentralized approach
is considered as ”"w/ privacy” as the user data is not
exposed. We observed that the Fl-score of the "w/o
privacy” model is greater than the Fl-score of the "w/
privacy” model in four test cases (1, 2, 3, and 5), and
in the fourth test case, the Fl-score of ”w/o privacy” is
slightly less than the ”w/ privacy”. Overall, the perfor-
mance of the proposed approach, FDA, is competitive
with its centralized counterpart (average difference is
around 0.025). At the same time, FDA handles the user
data at local gateways without exposing the data to a
third party, unlike the centralize approach, and thus,
preserves the privacy of the data.

5.5 Experiment 04 - Comparison with Existing
Methods

In this experiment, we compare the performance of the
proposed federated learning based method with respect
to existing classification algorithms of Support Vector
Machine (SVM), K-Nearest Neighbourhood (KNN), and
Stochastic Gradient Descent (SGD). Note that the above
comparative algorithms are applied as in a centralized
approach, i.e., the complete dataset (after splitting into
training and testing) is used in training and validation

3 Fl-score is the harmonic mean of precision and recall.

0.48

F1-Score
H

°
=
&

0.42

KNN SGD
Algorithm

Proposed

Fig. 11 Fl-score with different algorithms

of the models. However, the proposed method is decen-
tralized, i.e., the local models are generated at gateways
and the global model is developed by aggregating the
weight parameters of local models. Similar to the pre-
vious experiment, Fl-score is used as the performance
metric and the results are plotted in Fig.

As per the results, SVM yields the best performance
and KNN the lowest. FDA and SGD achieves a F1-score
between 48% and 49%. However, the difference between
the Fl-score of the best performing model (i.e., SVM)
and FDA is even less than 0.2%. This indicates that the
performance of the proposed approach is competitive
with existing supervised classification methods. On top
of that, unlike the evaluated methods, FDA does not
use user data in training a centralized model directly,
rather use the weight parameters of the locally trained
models preserving user privacy.

5.6 Proof of Concept using a Real IoT Testbed

We setup an IoT network using real IoT devices and
programmable boards and carried out a Mirai-like bot-
net attack as a proof of concept experiment. The aim
of the experiment was to demonstrate and validate the
proposed botnet attack stage detection framework in a
realistic environment.

The IoT network consisted of 8 IoT devices, two
gateways, a botmaster, a C&C server, a loader, a vic-
tim, a router, a switch and a security manager. Fig.
shows the actual IoT testbed used in the experiment.
The botmaster, victim and security manager are imple-
mented using three personal computers. The two gate-
ways, C&C server, and loader are implemented using
raspberry PI boards. In addition to a few real IoT de-
vices such as smart camera, smart bulbs, smart plugs,
5 raspberry PI boards were also emulated as IoT de-
vices. The router works as the head node and assigns
IP addresses to the devices in the network. The inter-
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Fig. 12 IoT Testbed.
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Fig. 13 GUI - Detection of attack stages.

net connection of the router is disabled to isolate the
prototype network from the outside.

All the attack stages listed in section [3.1| are pro-
grammed and executed in the experiment. The same
process depicted in section [ is executed here and the
detected attack stages are graphically presented in a
GUI as shown in Fig. [I3] As it can be seen from the
results, FDA was able to detect most of the emulated
attack stages during the experiment, which is a testi-
mony for the practicality of the proposed framework.

6 Conclusion

In this work, we proposed FDA, a federated learning
and data mining based framework to detect stages of
botnet attacks in IoT networks. FDA is a privacy pre-
serving, decentralized network level solution involving
local gateways and a centralized security manager. At
gateway level, it first filters anomalies using benign pro-
files of IoT devices. Then, the patterns are mined from
the anomalies using FIM. These extracted patterns are
used to generate association rules with attack stages
in the consequent and network features in antecedent.
To learn from the diverse distributions across differ-
ent IoT networks, federated learning is used. Here, we
trained deep neural networks using the generated asso-
ciation rules locally at gateways. The weight parame-
ters of the local models are then shared with a secu-
rity manager, where the weight parameters from differ-
ent networks are aggregated to develop a global neural
network. Finally, the weight parameters of the global
model are returned to the local networks to perform
attack stage detection locally. According to the exper-

iment results, FDA displays a competitive performance
with its centralized counterpart and existing supervised
models, still without directly utilizing the user data.
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