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PROBLEMS AND PROSPECTS OF BUILDING AUTHENTICATION METHODS
IN QUANTUM KEY DISTRIBUTION CHANNELS

Statement of the problem in general and its connection with important scientific
and practical tasks

Quantum Key Distribution (QKD) is a technology that provides information-theoretic security
of key-material distribution based on the fundamental laws of quantum mechanics rather than on
hypothetical computational hardness [1, 2]. It is precisely this property that drives interest in QKD
as a component of prospective secure telecommunication infrastructures, in particular under the
threat posed by quantum computing. However, the security of QKD protocols is conditional: the se-
curity proofs of the BB84 [1], E91 [3] protocols and their practical derivatives rely on the assump-
tion of an authenticated classical channel through which the parties exchange service messages dur-
ing post-processing (basis sifting, parameter estimation, information reconciliation and privacy am-
plification) [4, 5, 21].

The quantum resistance of the key-distribution process itself does not eliminate the need to au-
thenticate the participants [22]. QKD establishes a shared secret between the two ends of the chan-
nel but provides no means of confirming who exactly is located at those ends. As a result, an unau-
thenticated quantum channel remains vulnerable to the man-in-the-middle attack: an active adver-
sary interposes itself between the legitimate parties, runs independent instances of the protocol with
each of them and reconciles two keys that it fully controls. The information-theoretic security of the
quantum layer in this case protects a channel that terminates at the attacker. Authentication is there-
fore not an auxiliary but a constitutive condition of QKD security, and the practical construction of
its methods constitutes a relevant scientific and technical task directly connected with the deploy-
ment of secure quantum networks [23-26].

The relevance of the task is reinforced by the transition of QKD from point-to-point links to
network architectures — metropolitan, national, satellite and prospective quantum-internet architec-
tures [6, 7, 27]. In such networks the task shifts from authenticating individual messages to authen-
ticating a large number of mutually distrustful nodes, possibly in different administrative domains
[28]. This makes the issues of scalability, key management and trust distribution central to the con-
struction of authentication methods.

Analysis of recent research and publications and identification of previously
unresolved parts of the general problem

It is expedient to classify existing methods of authenticating the classical QKD channel by the
cryptographic primitive employed.

Symmetric methods based on universal hashing. The canonical approach is that of
Wegman—Carter [8], which performs message authentication based on g-almost-strongly-universal
families of hash functions with one-time-pad masking of the tag. The approach is information-
theoretically secure. In [9] it is extended to variable-length messages using polynomial hashing,
which reduces key-material consumption. A fundamental limitation is the need for a pre-shared se-
cret even before the first quantum exchange. QKD is therefore more correctly interpreted as a key-
growing primitive. At the network level this approach requires pairwise secrets whose number
grows quadratically with the number of nodes.
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Pre-shared secrets and fixed keys. In [10] it is shown that even the reuse of a fixed secret
authentication key has a fundamental limit: since privacy amplification does not reduce the adver-
sary’s information to zero, partial knowledge of the masking information leaks information about
the fixed hash function, and this information accumulates linearly with the number of rounds.
This limits the safe lifetime of the key and aggravates the key-management task in long-term
operation [11].

Public-key infrastructure (PKI) and survey works. In the survey [4], PKI is considered as a
candidate for authenticating the classical channel, while its inherent trade-offs are noted: classical
signatures are vulnerable to quantum cryptanalysis, and trust is concentrated in certification authori-
ties. The same survey systematizes open problems: the trade-off between information-theoretic au-
thentication and resistance to denial of service, the handling of partially weak keys, and network
scaling.

Two-way authentication. In [12] a scheme is proposed. Here is a mutual identity authentica-
tion that is performed simultaneously with key distribution. The approach removes the asymmetry
of one-sided authentication but relies on a centralized authority and symmetric pre-shared material,
which reproduces the problems of key management and centralized trust.

Entity authentication at the quantum layer. In [13] mutual authentication of QKD network
nodes is implemented using authentication qubits over a deployed fibre network; the approach is
bound to the physical layer and a star topology and requires pre-shared information. In [14] quan-
tum identity authentication based on counterfactual QKD is proposed, while in [15] a mediated au-
thenticated protocol based on differential phase shift with an untrusted mediator is proposed. The
common features of these solutions are dependence on a pre-shared secret, binding to quantum
hardware and limited scalability.

Authentication based on zero-knowledge proofs. Zero-knowledge proofs (ZKP) make it
possible to confirm possession of a secret without revealing it [16]. In [17] the first practical im-
plementation of a quantum ZKP for user authentication on existing QKD hardware is presented: the
protocol is interactive, and the acceptance decision is made by the level of quantum error. In [18] a
quantum ZKP with a designated verifier based on conjugate coding is proposed. These works target
individual user-authentication scenarios, are quantum (they require a quantum channel and re-
sources on the prover side) and do not consider scalable networks. Conceptually close is the work
[19], where classical ZKPs are applied over the control channel to hide topology and confirm con-
nectivity of a QKD network; however, the proven property is connectivity, not entity identity. The
impact of real authentication mechanisms on formal QKD security proofs is studied in [20], where a
reduction between honest and practical authentication models is established [29].

Thus, existing methods cover only individual fragments of the requirements space (Table 1).
The task of building a scalable method for authenticating entities that would combine non-
disclosure of the secret, quantum resistance, sub-quadratic scaling and minimisation of trust as-
sumptions remains unresolved [30-33].

The aim of the article is a systematic analysis of the problems of building authentication meth-
ods in quantum key distribution channels and the substantiation of a prospective direction for their
development. To achieve this aim, the following tasks are set:

— to formalize the role of authentication as a condition of QKD security and the threat model;

— to perform a comparative analysis of existing authentication methods by the criteria of key
management, scalability and trust distribution;

— to identify the unresolved scientific and technical gap;

— to substantiate the requirements for a prospective entity-authentication method for scalable
QKD networks.
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Table 1
Comparative analysis of authentication methods in QKD

. . No pre- - .

Method Primitive / basis shared secret Scalability Post-quantum resistance
ténlg\)/]ersal hashing symmetric key no low, O(n?) yes (ITS), requires PSK
Fixed key [10] symmetric key no low limited key resource
PKI [4] asymmetric signatures yes medium, single CA | no/only PQC
Two-way [12] symmetric + authority no low depends on primitive
,[Oitét]hentlcatlon qubits quantum layer no limited (star) physical
alianltg]m ID auth. quantum layer no low physical
Quantum ZKP low (physical .
[17, 18] quantum ZKP no layer) physical
ggfg;gg;fﬁg] classical ZKP yes high yes (post-quantum)

Presentation of the main research material.

Threat model and problem formalization. Consider a QKD network as a set of entities
E ={e,, ..., e[]} that interact through the quantum layer (physical transmission), the classical
control layer (post-processing and management service messages) and the key-management layer.
The adversary is assumed to be active at the quantum and classical layers and quantum-capable.
The entity-authentication task is to ensure, for any pair (e(], e(]), mutual confirmation of identity
with a probability of successful forgery that does not exceed a negligible value.

Let A be the security parameter. An authentication method is considered secure if the advantage
of an adversary A in the game of impersonating a legitimate entity satisfies the condition

Adv,,, (A)<negl 4 , (1)
where ) is a negligible function. For methods based on pre-shared secrets, security is
achieved at the cost of pairwise key material whose volume in a network of n nodes is

Ne=nn-1/2=0n*, (2)

which is precisely what causes the fundamental scalability limitation of symmetric methods.
By contrast, methods based on identity registration potentially yield a linear initial-state volume

and a constant online verifier state, which is a quantitative advantage when building large
networks.

The scalability and key-management problem. The analysis (Table 1) shows that symmetric
methods [8-10, 12] and quantum-layer methods [13-15] require a pre-shared secret and, according-
ly, inherit the quadratic growth. This complicates the onboarding of new nodes and the
re-registration of participants, since adding a node requires the prior distribution of secrets to all po-
tential partners. Public-key infrastructure [4] removes the quadratic dependence but introduces a
single point of trust concentration (the certification authority) and, in its classical form, quantum-
vulnerable primitives.

The problem of disclosing identification information. Methods that transmit a verifiable to-
ken (signature) or directly use identification information in every session [4, 12-15] increase the
leakage surface of service data. By contrast, the zero-knowledge proof paradigm [16] makes it
possible to confirm possession of an identification secret without revealing it, which structurally
reduces this surface.

The problem of binding to the physical layer. Quantum authentication methods [13-15, 17,
18] require a quantum channel and quantum resources on the side of the prover, which binds them
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to a specific physical line and impairs applicability in multi-domain networks. Classical ZKPs over
the control channel [19] do not have this limitation, but the existing work solves the topology-
hiding task rather than entity authentication.

The problem of trust distribution and compatibility with security proofs. Centralized
methods [4, 12] contradict the multi-domain nature of prospective networks. At the same time, any
method must be consistent with formal QKD security proofs: in [20] it is shown that practical au-
thentication mechanisms (in particular, asymmetric abort) differ from the idealized assumptions of
the proofs, but under moderate conditions security is preserved. This defines the formal contract
that a prospective method must satisfy.

Substantiation of the prospective direction. The juxtaposition of the identified problems
makes it possible to formulate the requirements for a prospective entity-authentication method in
scalable QKD networks, namely:

1) the requirement of identity confirmation without revealing the secret (the zero-knowledge

property);

2) the requirement of quantum (post-quantum) resistance of the underlying primitive;

3) the requirement of sub-quadratic scaling with minimisation of pairwise key material;

4) the requirement of abandoning a single trust centre;

5) the requirement of operating over the classical control plane without binding to the physical

layer;

6) the requirement of compatibility with formal QKD security proofs.

None of the analysed methods satisfies this set of requirements simultaneously: symmetric and
quantum methods do not provide (3)—(4), PKI does not provide (1), (4) and, in its classical form,
(2), while existing classical ZKPs for QKD networks [19] do not solve the entity-authentication
task. The prospective direction is therefore the construction of entity-authentication methods based
on post-quantum zero-knowledge proofs over the classical control plane of scalable QKD networks.

Conclusions and prospects for further research.

1. Authentication is a constitutive condition of quantum key distribution security: the security
of the BB84, E91 protocols and their derivatives formally presupposes an authenticated classical
channel, while the man-in-the-middle attack constitutes a fundamental threat to unauthenticated
systems.

2. The comparative analysis of authentication methods has shown that symmetric and quan-
tum-layer methods provide security at the cost of pre-shared secrets with a quadratic growth of key
material, public-key infrastructure introduces centralized trust and quantum-vulnerable primitives,
and existing zero-knowledge-proof-based methods are quantum and bound to the physical layer.

3. An unresolved scientific and technical gap has been identified — the absence of a scalable en-
tity-authentication method that combines non-disclosure of the secret, quantum resistance, sub-
quadratic scaling and minimisation of trust assumptions.

4. A prospective direction has been substantiated — the construction of entity-authentication
methods based on post-quantum zero-knowledge proofs over the classical control plane of scalable
QKD networks. Further research should be directed towards formalizing the corresponding model
and protocol, analysing their completeness, soundness and zero-knowledge properties, and evaluat-
ing scalability in multi-domain networks.
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